management technology will still fail to prevent wide spread infringement. In a related development, pigs will still fail to fly." I'm pretty confident on that one. I predict that every year, and it turns out to be true every year.
McGraw:
Are there any predictions that you felt you were going out on a limb with?
Felten: Yes. "The recording industry will quietly reduce the number of lawsuits it's filed against users." That one, I think, has not happened. "The Google Books Search case will settle." I predicted that, and it has not happened yet, although the case seems to have fallen off the front pages. "It will become trendy to say that the Internet is broken and needs to be redesigned, and this theme will be especially popular with those recommending bad policies." I think it has become a bit trendy to say the Internet is broken.
Here's another one where I went out on a limb a little bit, "Push technology, as in PointCast and the Windows Active Desktop and all that, will come back, this time with multimedia." I don't know if this has happened.
McGraw: Why did you think push technology was going to come back 10 years later?
Felten: It just seemed to me that the way that people were moving indelivering multimedia, audio, and video and so on-was in that area. There were people who wanted a TV-like model, and there were people who wanted to be able to choose their content. So if you think about something like a TiVO device that lets you choose your programming off a menu of recorded programs, and you put that together with delivery of material over the Net, what you get is a device that delivers a menu of stuff over the Net to your device, and then you can pick what's there. That's rather like push technology; that was the theory. It depends on what you mean by "dangerous." If you mean, do people get angry? Yes, I know they do. And a few of them hold a grudge, but mostly, they don't. I think if people are convinced that you're calling it as you see it and that it's not about a vendetta against anyone in particular, and if they believe what you say is really driven by the technical facts on the ground, then I think they will, over time, come to accept that it's annoying at times, but it's not spiteful.
McGraw: Who had to move the farthest in their position to understand the objective reality that you were trying to present?
Felten: I don't know. I think in some cases, the emphasis on the issue that there was disagreement about simply passed. In the case of Java, for example, Java security was a huge deal at the time, and Sun had really enormous aspirations for Java. Now I think their aspirations are narrower, and the uses to which Java is put equate to different kinds of security problems than the ones we were looking at back then. So, the issue about which there was disagreement just isn't as big a deal anymore. And sometimes it's sort of procedural. I worked on the Microsoft antitrust case with the Department of Justice, and that case, of course, was eventually settled. Right now, Microsoft and the DOJ are basically getting along under the terms of the settlement, so it's not an area in which there's continuing serious dispute.
McGraw: One area in which there does seem to be a continuous dispute going on would be with digital protections and the RIAA.
Felten: That's right, yes. There's still a fight over digital protection or digital rights management [DRM] technology. It involves a lot of different players: not only the record companies and the movie studios, but a lot of technology companies are building business strategies around this stuff. Apple is a very prominent example of something that has accumulated a lot of market power by clever use of digital rights management technology.
In fact, that's the mean effect that Apple's DRM has had: not preventing copying but giving Apple market power, helping it shape and control what happens with online music.
One of the things that you've had to do because of your involvement with these high-profile situations is become media savvy. It seems like you know how to get attention and keep it with a clever hook. Where did that skill come from?
Felten: It's probably practiceseeing what happens when you say something or act in a particular way and then seeing how it ends up in the media. One of the things I learned early on was that if you're reporting a security flaw in something, the media wants to portray it as a "this person says X, that person says not X" kind of story. That story doesn't really inform anybody.
It's much more productive to try to find a way to tell the story in a way that the vendor can actually agree with. And that has to do, partly, with how you present the story initially to the public, and it also has to do with talking to the vendor in the right way beforehand, so you don't get a lot of people contradicting each other in the media. Instead, you can agree on what's true and what's not.
McGraw: Have you found that the analogies and metaphors you're using have shifted over the years as you've done more public discourse? I'm thinking about the early days, in the mid-90s, when we were releasing things to the media, but it was mostly the tech media. Now, when you're testifying in front of Congress, you have lawmakers who might not be computer people.
Felten: Yes. You obviously have to use an analogy that is closer to what they're used to. I've found a lot of value in using analogies to older technologies like the telephone system, transportation, cars, airplanes, and so on. Or making analogies, especially in security cases, to situations where people are used to seeing security technology, like an automatic teller machine. There's a whole set of security mechanisms around that: the receipt, the camera, the way the records are kept, the encryption of the connection back to the bank and-
The limited amount of money in the machine itself.
Felten: Yes, the limited amount of money in the machine itself, limitations of how much you can take out at any one time, the whole problem Policy makers have figured out that regulating the technology is a way that they can try to pull the levers and control the way the world develops and the way people behave. Sometimes they think it's easier to control the technology than to control the behavior that the technology enables. Then they get in and start messing around with the technology. It used to be that you could go months without having any hearings on Capitol Hill related to computer technology. Now, there are multiple hearings every week, and all kinds of different congressional committees are talking about doing all kinds of different stuff. They worry about gambling, so that's now considered a technology problem. They worry about child molesters and child stalkers, so that's viewed as a technology problem.
McGraw: Is that because of the newness of the technology? Similar to how people would say "telephone involved in murder" back at the turn of the century?
Felten: Exactly. Nowadays, if a telephone is involved or an automobile is involved, it's just normal. So it's partly the hype, but it's also partly that computers and the Internet are used in lots of everyday activities, and I think to the people who don't understand them, it seems easy to regulate and control the way they work in order to change behavior.
McGraw: You and I agree that having technological tools to deeply probe security is important for cutting through snake oil and to expose those things that don't work. Some of these tools-decompilers and rootkits, in particular-are now being used by the good guys, and of course, some are standard tools for the bad guys. I think there's an important lesson here that technology is agnostic.
Felten: For the most part, yes. I think there's a real tendency of policy makers who don't understand technology to try to outlaw broad categories of technology, not realizing how much the good guys make use of the very same tools that the bad guys use. Again, this is a case where analogies are really valuable. You can talk about something like a kitchen knife or a crowbar that can be used to cause all kinds of harm, but you certainly wouldn't want to outlaw kitchen knives, nor would you want to try to have regulations micromanaging the design of kitchen knives to make them less dangerous.
Here's sort of a philosophy question for you, then. Is there any sort of technology that deserves to be outlawed prima facie?
Felten: I think a very few technologies are so inherently dangerous that just having them around is dangerous, but I'm thinking more of biological and nuclear agents, for example.
But when you talk about security technology, no, I think it depends on how it's being used and how it's being protected and so on. I think it's very dangerous to say that there are certain things that are off limits, even for the good guys doing good things. This is really just a road to not understanding, to giving the bad guys the advantage of knowing more about how their bad technology works than we do.
McGraw: I, for one, believe that we have to do all that we can to really understand what security attacks are like because if we don't, we're just going to be building pretend solutions.
Felten: Right, and it's easier to build and sell pretend solutions if there's nobody out there talking about whether they're really effective and what the bad guys actually do. There's a dangerous syndrome we can get into where we try to keep ourselves from understanding how our systems can fail rather than keeping them from failing. You see this all over the place. You see it in security and a lot in e-voting, where it seems like sometimes the goal of some people is to prevent finding out about problems rather than to prevent problems.
McGraw: One last question. What is the biggest challenge with raising an 11-year-old girl?
Felten: I think the biggest challenge-I don't know if this is true about kids in general, but I think probably it's true about mine-is just trying to keep them engaged in the world and keep them believing that they can do great things if they work at it. Kids naturally, I think, have a lot of curiosity and really want to get involved in things, so just keeping that alive while they learn more and become more capable is the most important thing. 
